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Process to Route Procurement Desktop 

Document When Owner Not Available

1. PURPOSE

The process establishes guidelines by which the Procurement Desktop (PD) Security Administrator may route a PD document when the owner of the document is unavailable and a valid need exists to route the document before the owner returns.

2. SCOPE

The process applies to the following MARS users:

a. Procurement Desktop (PD) Security Administrator (Controller’s Office)

b. Agency Security Leads

c. PD users

3. DEFINITIONS

a. Route:   Process of sending a document from one user’s desktop to another user’s desktop

b. Terminate:   Employee transfers, resigns or is fired

4. PROBLEM

A Procurement Desktop (PD) user can only modify or approve a document that is on her desktop, provided the user has the correct access.  For another PD user to edit or approve a document, the document’s owner must route the document to the other user so that he can open the document on his desktop.

There are instances when a document must be approved prior to the document’s owner returning.  The reasons include factors such as a deadline for inclusion on a LRC committee agenda, budget constraints or a PD user’s unexpected, long-term illness.

Because this MARS process is written at a broad level, organizations may also develop standards and guidelines that complement this process and offer their users and managers a tailored approach to implementing the process and meeting organizational goals.  

5. SOLUTION

The PD Security Administrator routes a PD document to another user by means of the processes described below.  There are two processes associated with the problem.  The first is used when a PD user is terminated.  The second is used when there is an urgent need to route a PD document to another user when the document’s current owner is not at his/her workstation.

PROCESS:  Route a PD Document When an Employee is Terminated

1. CRC trains Agency Security Leads to instruct PD user to forward his inbox when he leaves a position.  CRC and Agency Security Lead train all PD users to forward their inboxes when they leave a position.

2. At the same time that a PD user resigns his position, he should request that the Agency Security Lead turn off his user ID on a designated day (last day).  

3. Agency Security Lead reminds the user to forward his inbox before turning off the user’s ID.

4. If, after an employee leaves, the agency notes or believes that a document(s) remains in a terminated employee’s inbox, the Agency Security Lead emails the MARS electronic form entitled “Request PD Document Route – User Terminated” (located at http://www.state.ky.us/agencies/adm/mars/marsforms.htm) to the PD Security Administrator to request that a document(s) be routed to another user’s desktop.  

5. PD Security Administrator routes the document(s) to the identified user’s desktop.

6. PD Security Administrator emails the Agency Security Lead and new owner a list of documents routed.

7. New owner checks the document(s) to ensure that the document matches the one listed in the email.  

8. PD Security Administrator will maintain documentation for auditing purposes.  

PROCESS:  Route a PD Document When the Document’s Owner is Unavailable

1. CRC and Agency Administrators will instruct all employees to forward their inboxes before they take planned absences.

2. When an agency discovers that a document must be processed that day or before the owner will return to his or her workstation, the agency representative will gather information detailing senior management’s concern about the document’s routing or approval.  

3. Agency representative will email the completed MARS electronic form “Request PD Document Route – User Unavailable” (located at http://www.state.ky.us/agencies/adm/mars/marsforms.htm) to the Agency Security Lead requesting the routing occur and providing documentation of the immediate need to route document.

4. Agency Security Lead forwards the request form via email and calls the PD Security Administrator to request that he route a document to another user’s desktop.  

5. PD Security Administrator determines whether the document should be routed to another user’s desktop.  If the PD Security Administrator determines that the document should be routed, he will begin the process to route the document.  If the PD Security Administrator believes the reason given by an agency does not warrant routing the document, he will not move the document.

6. Within two hours, PD Security Administrator emails the Agency Security Lead to inform him whether the document will be routed.

7. If the agency disagrees with the PD Security Administrator’s determination, its representative may call the Director of the Division of Material and Procurement Services (DMPS)

a. If the DMPS director believes that the criterion has been met, he will instruct the PD Security Administrator to route the document.

b. If the problem is still unclear, the DMPS director may ask for additional information or refer the matter back to the PD Security Administrator

c. If the DMPS director believe the criteria has not been met, he will inform the agency and PD Security Administrator via email that the document should not be routed to another user.

8. When the document is routed, the PD Security Administrator will change the current owner’s PD password and sign on as this user. 

9. PD Security Administrator will locate the specific document and route it to the designated user.

10. PD Security Administrator will send an email to the former owner of the document and Agency Security Lead.  The message will serve the following purposes:

a. Notify the former owner that his PD password has been changed

b. Instruct the former owner to contact the PD Security Administrator to have his PD password reset

c. Inform the user what document was routed from his desktop

d. Name the user to whose inbox the document was routed

11. PD Security Administrator will send an email to the new owner to inform him which document was routed to his desktop.

12. New owner checks the document to ensure that the document matches the one listed in the email.

13. PD Security Administrator will maintain documentation for auditing purposes.  

