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User Password Security

PURPOSE

The Finance and Administration Cabinet has developed a guideline to provide standards for the aspects of MARS password security that users impact.  

SCOPE

This guideline applies to all users of ADVANTAGE, BRASS, Procurement Desktop (PD), Management Reporting Database (MRDB), Seagate Info Desktop and Document Direct.

PROBLEM

The cornerstone of securing any system against unauthorized access lies in the strength of each user’s password.  As such, there are important requirements for password creation and safeguarding that must be followed by the users to ensure an environment of system security from both unauthorized perusal and potentially damaging alterations.  

Appropriate system security is especially important given the MARS capabilities that include online document entry, approvals and overrides.  Because of the significance of these transactions within MARS, it is extremely important for all MARS users to maintain adequate system passwords and take care to protect their password from being used in an unauthorized manner. 

The electronic signature is the official signature for any document in the MARS system.  As such, it is vital that all userids are issued on an individual basis and that passwords are not shared.  

It has come to the attention of the Finance and Administration Cabinet that some MARS users are not maintaining the secrecy of their passwords and userids.  In addition, some users do not have adequate passwords to ensure the security of the system.  

SOLUTION

Userid and Password Sharing is Not Permitted

Userid and password sharing is not permitted.  Supervisors shall not request that employees provide them with any password or userid related to the MARS systems including ADVANTAGE, Procurement Desktop, BRASS, MRDB, Seagate, and Oracle.

An employee shall not sign onto any application using anyone else’s userid and password.   An employee may process documents and apply approvals for his/her supervisor, provided that the supervisor has submitted a letter requesting that this authority be delegated and the approved letter of request describing this delegation of duties is on file with the Office of the Controller.  A sample letter is provided on page 3.  

Before you delegate this authority, your agency should review the approval templates for each document to determine if the critical people are in the approval chain.  

Two or more people must approve payment documents, even when a delegation of authority is on file.  One person can approve purchasing documents, provided that a delegation of authority is on file with the Office of the Controller.

Each user who wishes to have a designee approve documents in ADVANTAGE and Procurement Desktop (PD) must designate one authorized person to act on his/her behalf.  The requester shall inform the Office of the Controller of the name, title, and address of the designated user and the extent of the designee's authority (e.g. level of approval in ADVANTAGE). 

The Office of the Controller will determine if the delegation is appropriate given the necessary separation of duties and justification provided.  The requester will be notified when a determination is made.  

Note that you may not share userids and passwords before you are notified that the request is approved.  After approval has been granted, the designee will logon using his/her userid, not the designator’s userid.

Password Sharing

If you see or know about a supervisor requesting an ID or password or another user sharing his/her password or ID, report the details to the Finance MARS Security Administrator or your agency’s security lead (ASL).  IT IS YOUR RESPONSIBILITY TO REPORT ANY SECURITY VIOLATION.

When such an instance is reported, the userid of the person violating password security and/or the ID being used will be revoked.  The Finance MARS Security Administrator will send an email to the person and to the ASL with a summary of why the userid was revoked.  The person reporting the violation will be kept confidential.  

The person whose ID is revoked must contact the Finance MARS Security Administrator to have his/her ID reinstated.  The userid will be reinstated after the Finance MARS Security Administrator is given a reasonable explanation and the security measures taken by the agency are clarified.

Remember that a PD document may be routed in specific instances.  Refer to http://www.state.ky.us/agencies/adm/mars/PDrouteprocedureweb.doc for guidelines by which the Procurement Desktop (PD) Security Administrator may route a PD document when the owner of the document is unavailable.

KRS 434.850  Unlawful access to a computer in the second degree

1. A person is guilty of unlawful access to a computer in the second degree when he without authorization knowingly and willfully, directly or indirectly accesses, causes to be accessed, or attempts to access any computer software, computer program, data, computer, computer system, computer network, or any part thereof.

2. Unlawful access to a computer in the second degree is a Class A misdemeanor.

Sample Letter

To:

Finance MARS Security Administrator



Division of Statewide Accounting Services



Office of the State Controller

From:

Date:

April 30, 2001

Subject:
MARS Document Approval Delegation

I designate _____________________, whose RACF ID is ____________, to apply management approvals on my behalf in ADVANTAGE.  

_________________’s title is __________________.  Her address is ___________________________.

The justification for the delegation of this responsibility is…………

My designee will log into MARS application using his/her userid.  He/she will not use my userid to process or approve any documents.  I understand that sharing userids and passwords will result in the revocation of my userid.  I acknowledge that I am responsible for my designee’s actions.  

Signature _______________________

RACF ID: _______________________

Date: ___________________________

Phone: _________________________

Cabinet: ________________________

Agency: ________________________

Userid Standards

Establishing MARS User’s ID’s

New Users needing access to the MARS applications (ADVANTAGE, Procurement Desktop (PD), Management Reporting Database (MRDB)/Seagate Info Desktop or BRASS) should contact their MARS Agency Security Lead (ASL).  A list of Agency Security Leads is posted on the MARS web page at http://www.state.ky.us/agencies/adm/mars/agencycontacts.htm to assist you in identifying your ASL.

ADVANTAGE, PD and MRDB Userid’s
A valid RACF/CICS ID is required to access ADVANTAGE, PD and the MRDB.  The ASL will work with their agency’s RACF/CICS Administrator to obtain the CICS ID. If necessary, the RACF Administrator will contact Governor's Office for Technology (GOT) to establish a new CICS ID.     

Once the CICS ID has been established, the ASL will need to provide an e-mail request to the Finance MARS Security Administrator (finance.marssecurity@mail.state.ky.us 
) within the Finance and Administration Cabinet, Office of the Controller with the following information:

· User RACF/CICS ID

· User Name

· ADVANTAGE security profile needed (if applicable)

· PD security profile needed (if applicable)

· MRDB security profile needed (if applicable)

BRASS Userid’s
BRASS is the only component of MARS that uses a unique three-character userid that is separate and distinct from their RACF ID.   All BRASS security requests should be sent directly to the Brass Administrators (BRASSAdmin@mail.state.ky.us) at the Governor's Office of Policy and Management (GOPM). GOPM administers all aspects of security in BRASS (including Addition/Modification/Deletion of users and resetting of passwords).

Updating A MARS User’s Access

If a MARS user’s security (i.e. rights or authorities) need to be updated, they should contact their Agency Security Lead (ASL) and provide details on the types of changes needed. The ASL will review the request, and if changes are needed, submit an e-mail request to the Finance MARS Security Administrator providing the following information:

· User RACF/CICS ID

· User Name

· Type of Change(s) needed in ADVANTAGE profile (if applicable)

· Type of Change(s) needed in PD profile (if applicable)

· Type of Change(s) needed in MRDB profile (if applicable)

Agency Revocation of a MARS User’s Access

There may be times when revoking a user’s access is necessary.  When a user has retired, resigned or transferred from your agency, it is the responsibility of each Agency Security Lead (ASL) to ensure that the user’s application access is terminated immediately upon departure.  The ASL must submit an e-mail notification to the Finance MARS Security Administrator providing the following information:

· User RACF/CICS ID

· User Name

· Reason User’s Access is being revoked

Agencies will not be allowed to reassign userid’s that currently exist in the MARS applications. Therefore, if a user retires and a replacement is hired the new employee must be assigned a new userid. That user will not be allowed to use the ID of the retired employee.
MARS User Password Guidelines

Appropriate password security is very important.  Your password is used to ensure that you are the person entering data or making changes, and that you are authorized to enter that data or make those changes.  Having a password that is unique and not easily guessed is the best way to ensure the secrecy of your password.  Users with weak, or easily guessed passwords could potentially have their user names associated with attempts to alter financial information or otherwise cause harm to the Commonwealth’s financial system.   

While it can be very tempting to use an easy to remember, uncomplicated password like “password”, “mars”, or your name, those are the first phrases an individual would try when attempting to access a secured system.  In addition, simple passwords, such as ordinary words that can be found in the dictionary, can be figured out easily by any number of methods available today.  The most secure passwords are a combination of letters, numbers, and symbols that cannot be easily guessed.  Additionally, passwords of longer length are more difficult to guess.   

Protecting Your MARS Password

MARS User passwords should be kept confidential at all times. They should not be shared with anyone, under any circumstances (including coworkers and supervisors). Failure to adhere to this may result in the revocation of your userid.

The following password safeguards should be employed by all MARS users to prevent the unauthorized access to a user’s account:

General Guideline for Creating MARS Passwords

· Don’t select a password that is found in any dictionary

· Don’t select a password made up of two or more words that could be found in a dictionary, in any form or combination

· Don’t select a password that uses public information, such as you social security number, credit card or ATM card number, phone number, birth date, driver’s license number, etc.

· Don’t select a password that uses information about your family or friends

· Don’t reuse old passwords

· Don’t select your userid

· Don’t select a new password that is very similar to your old password

· Don’t use an alphabet sequence or keyboard sequence

· Don’t use very short words or just one character

· Don’t use any word written backwards

· Don’t use any word with a punctuation character that the beginning or end

· Don’t give your password to ANYONE

· Don’t keep passwords written down, unless they are securely stored

· Don’t include in a marco or function key to automate the login process

· Don’t construct “fixed” passwords.  A “fixed” password combines sets of characters that do not change with sets of characters that do change.  Types of “fixed” passwords might include calendar months, a department, a project, or some other easily guessed factor.  For example, users should not employ passwords like “X34JAN” in January, “X34FEB” in February, etc.
· Do select a password that has no discernable significance to you

· Do memorize your password

· Do choose a completely new password every time you change it

· Do intersperse punctuation marks or symbols such as #, $ or %

· Do keep your passwords confidential

· Do change passwords frequently or whenever there is a chance that the password could be compromised

Passwords may be audited for conformity.  

There are tricks to creating a good password that cannot be guessed, yet can be remembered.  

· Take a phase you like and will remember.  Use the first letter of each word.  Add any appropriate capitalization, punctuation or other character manipulations:  

Three blind mice, see how they run = 3bM,shtr

· Create a phonetic sentence using the pronounced sounds of the letters, numbers, or special characters: 

I tend to forget = I10D-24GET  

Coffee break = jaVa*rest

· Concatenate short, unrelated words with numbers or other characters in between:  
BEES&PAWS or
CAT#2HAT

· Take a word or a name that you can easily remember and put all of the vowels together and all of the consonants together:  

Friends = IE:FRNDS or 

Douglas = OUA&DGLS

Note:  Do not use any of these example passwords as your own.  They were provided for illustrative purposes only.

PASSWORD GUIDELINES FOR SPECIFIC APPLICATIONS

1. PROCUREMENT DESKTOP PASSWORDS

In addition to the general guidelines above, PD users’ passwords should conform to the following:


· Four to eight characters (longer is generally better)

· Mix of upper and lower case letters (PD is case sensitive)

· Contain at least one alphabetic and one numeric character

· Different from ADVANTAGE/CICS password

When should I change my PD password? 

· It doesn’t meet the criteria set out in the guideline

· You have told your password to anyone else or you believe that someone knows your password

· You have written your password down anywhere

· Password has been reset

· You are officially notified that your password does not meet current standards 

How do I change my PD password?

· Select Utilities from the menu bar

· Select Preferences

· Change your password

Who do I contact if I forget my PD password?

The Customer Resource Center can reset your PD password.  The userid’s owner must request that the password be reset via an email to CRCGroup@mail.state.ky.us.

The following information should be included in the e-mail request:

· Userid of the requester needing their password reset

· Name of the application for which you need your password reset

Once your password has been reset, you should receive an e-mail containing the new password and instructions on how to change the password.  Immediately change your password upon receiving these instructions.

2. ADVANTAGE, DOCUMENT DIRECT, and CICS PASSWORDS

In addition to the general guidelines above, users’ passwords should conform to the following:


· Length of eight characters

· Contain at least one alphabetic and one numeric character

· Different from any other password

When should I change my password? 

· It doesn’t meet the criteria set out in the guideline

· It is more than 30 days old – the system will prompt you to change your password

· You have told your password to anyone else

· Password has been reset

· You are officially notified that your password does not meet current standards

How do I change my ADVANTAGE password?

· Select File from the menu bar

· Select Setup

· Select Password Maintenance

· Select Server

· Select Change Server Password on Server

· Change your password

Who do I contact if I forget my password?

Contact your agency’s security lead (ASL) via email to have your ADVANTAGE password reset.  A list of ASLs is provided at www.state.ky.us/agencies/adm/mars/agencycontacts.htm 

The following information should be included in the e-mail request:

· Userid of the requester needing their password reset

· Name of the application(s) for which you need your password reset

Once your password has been reset, you should receive an e-mail containing the new password and instructions on how to change the password.  Immediately change your password upon receiving these instructions.

3. BRASS PASSWORDS

In addition to the criterion above, BRASS users’ passwords should conform to the following:

· Length of three to six characters

· Upper and lower case letters

· Contain at least one alphabetic and one numeric character

When should I change my BRASS password? 

· It doesn’t meet the criteria set out in the guideline.  

· You have told your password to anyone else

· Password is reset

· You are officially notified that your password does not meet current standards

How do I change my BRASS password?

· Select Utilities from the menu bar

· Select Change Password

· Enter your existing password in the Current Password field OR, if you are a new user, leave the field blank

· Enter your new password in the New Password field

· Reenter your new password in the Verify New Password field

· Select OK

Who do I contact if I forget my BRASS password?

Your BRASS Administrators can reset your BRASS password.  You must request that the password be reset via an email to BRASSAdmin@mail.state.ky.us from the userid’s owner.

4. MRDB/ORACLE and SEAGATE PASSWORDS

In addition to the general guidelines above, MRDB/Oracle users’ passwords should conform to the following:

· Length of at least 4 characters

· Contain at least one alphabetic and one numeric character

When should I change my Oracle and Seagate passwords? 

· It doesn’t meet the criteria set out in the guideline.  

· The first time you use MRDB

· You have told your password to anyone else

· You are officially notified that your password does not meet current standards

How do I change my Oracle password?

Go to the “Change Your MRDB PRACLE Password” page to change your MRDB/Oracle password at https://kymarsswb.state.ky.us/oraclepwd/logon.asp.
For additional information on “Changing Your Oracle Password”, refer to the June 20, 2000 issue of the Administrative Services Update at http://www.state.ky.us/agencies/adm/ASUpdate-Oracle-ODBC.doc.
How do I change my Seagate password?

· Select Tools from the menu bar

· Select Change Password

Who do I contact if I forget my MRDB/Oracle or Seagate password?

Contact the Finance MARS Security Administrator at finance.marssecurity@mail.state.ky.us to have your MRDB/Oracle password reset.  

The following information should be included in the e-mail request:

· Userid of the requester needing their password reset

· Name of the application for which you need your password reset

Once your password has been reset, you should receive an e-mail containing the new password and instructions on how to change the password.  Immediately change your password upon receiving these instructions.

5. FINANCIAL ANALYSIS SYSTEM (FAS) PASSWORDS

In addition to the criterion above, FAS users’ passwords should conform to the following:

· Length of eight or more characters

· Mixed upper and lower case letters

· Contain at least one alphabetic and one numeric character

When should I change my FAS password? 

· It doesn’t meet the criteria set out in the guideline.  

· The first time you use FAS

· You have told your password to anyone else

· You are officially notified that your password does not meet current standards

How do I change my FAS password?

The link to change your password is on the main page.

Who do I contact if I forget my FAS password?

Contact your agency’s FAS Administrator via email to have your FAS password reset.  A list of agency contacts is provided at www.state.ky.us/agencies/adm/mars/agencycontacts.htm 

The following information should be included in the e-mail request:

· Userid of the requester needing their password reset

· Name of the application for which you need your password reset

Once your password has been reset, you should receive an e-mail containing the new password and instructions on how to change the password.  Immediately change your password upon receiving these instructions.








































